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User accesses your web application and initiates the start of  a session

A call to GetSIK is passed from the client application server to the SpatialStream™ API

The SpatialStream™ API checks to see that the call is from an allowable IP address or 

range. If the authentication pass a single use token us sent back to the client 

application.

The client application then injects a script tag that includes the token that is executed 

as the client page is loaded on the Users browser

When the client page is loaded the InitSession call within the script tag is sent to the 

SpatialStream™ API along with the token and authenticates the user for the remainder 

of the session

The InitSession call will then set a cookie on the client that is then used in subsequent 

requests 
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Client Server sends a call to GetSIK
SpatialStream™ authenticates and 

returns a single session use token
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SpatialStream™ Server to Server Authentication using 

GetSIK
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